911PCHelp Sample Test

911PCHelp

Tests: Cowboys and A's Test Test #1
Start: 2020-11-13 16:08:00
End: 2020-12-12 01:08:00

Cowboys and A's Test Test #3

Start: 2020-11-27 16:08:00
End: 2020-12-26 01:08:00

Report Date: 02/11/2021 7:18 am UTC

Prepared By: Vladimir Galant

Contact: vgalant@911pchelp.net

Prepared for 911PCHelp

The information transmitted in this document is intended only for the addressee and may contain confidential and/or privileged material. Any
interception, review, retransmission, dissemination or other use of or taking of any action upon this information by person or entities other
than the intended recipient is prohibited by law and may subject them to criminal or civil liability.
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Report Annotations

Any target who attempted to visit the domain during the list time may have seen Suspicious Site warning.

You can hide this page in the Report Sections options.

A who-covid19.org: ['Domain is blocked by Google Safe Browsing"] from Dec 09, 2020 11:02 -01 to Dec 13, 2020 09:02 -01
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Test Comparison Summary

Most Severe Action by User for all Tests

@ No Action: 29 (58.0%)

) Clicked Link in Email: 10 (20.0%)
) Viewed Landing Page: 2 (4.0%)
@ Performed Action: 5 (10.0%)

@ Clicked Completion: 4 (8.0%)

Included Tests Average Passed vs Failed
Average Targets Tested: 50

© Passed: 14.5 (58.0%)
@ Failed: 10.5 (42.0%)

Breakdown By Test

# %

#
UES ST AL Emails Targets Failed

Group Template(s)

Bank of America - Purchase Exceeds Amount Copy (Hook: Data-
Entry)

Dropbox - Salaries [All Employees] (Hook: Data-Entry)

Dropbox - Invitation to Edit v2 Copy (Hook: Data-Entry)

Adobe - Account Service Credit Copy (Hook: Training Page)

Cowboys and A's Test Test  Nov 13, 2020 04:08 pm 28 5 5 449, Dallas Covid-19 Welcome Copy (Hook: Data-Entry)

#1 EST days ° Cowboys Starbucks - 500 Bonus Stars! Copy (Hook: Training Page)
Starbucks - v2 Best Teacher Ever [NINJIO] Copy (Hook: Training
Page)

Office 365 - Suspicious Login Attempt Copy (Hook: Data-Entry)
Office 365 - Shared/Invitation Copy (Hook: Training Page)
Office 365 - High-severity alert Copy (Hook: Data-Entry)
Bank of America - Purchase Exceeds Amount Copy (Hook: Data-
Entry)
Dropbox - Salaries [All Employees] (Hook: Data-Entry)
Dropbox - Invitation to Edit v2 Copy (Hook: Data-Entry)
Cowboys and A's Test Test  Nov 27, 2020 04:08 pm 28 5 5 40% Dallas Adobe - Account Service Credit Copy (Hook: Training Page)
#3 EST days Cowboys Covid-19 Welcome Copy (Hook: Data-Entry)
Starbucks - 500 Bonus Stars! Copy (Hook: Training Page)
Starbucks - v2 Best Teacher Ever [NINJIO] Copy (Hook: Training
Page)
Office 365 - Suspicious Login Attempt Copy (Hook: Data-Entry)

Repeat Fails Summary

Test Start End Worst Action Status

& Davis, Rob Rob.Davis@phishingbox.com

© Cowboys and A's Test Test #1 Nov 13, 2020 04:08 pm EST Dec 12, 2020 01:08 am EST Clicked Link in Email FAIL

© Cowboys and A's Test Test #3 Nov 27, 2020 04:08 pm EST Dec 26, 2020 01:08 am EST Clicked Link in Email FAIL
& Moore, Kellen Kellen.Moore@phishingbox.com

© Cowboys and A's Test Test #1 Nov 13, 2020 04:08 pm EST Dec 12, 2020 01:08 am EST Clicked Completion FAIL

© Cowboys and A's Test Test #3 Nov 27, 2020 04:08 pm EST Dec 26, 2020 01:08 am EST Performed Action FAIL
& Blasko, Jeff Jeff.Blasko@phishingbox.com

© Cowboys and A's Test Test #1 Nov 13, 2020 04:08 pm EST Dec 12, 2020 01:08 am EST Clicked Link in Email FAIL

© Cowboys and A's Test Test #3 Nov 27, 2020 04:08 pm EST Dec 26, 2020 01:08 am EST Clicked Link in Email FAIL
& Nussmeier, Doug Doug.Nussmeier@phishingbox.com

© Cowboys and A's Test Test #1 Nov 13, 2020 04:08 pm EST Dec 12, 2020 01:08 am EST Performed Action FAIL

© Cowboys and A's Test Test #3 Nov 27, 2020 04:08 pm EST Dec 26, 2020 01:08 am EST Clicked Completion FAIL
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Cowboys and A's Test Test #1 Test Summary

Date Started: Nov 13, 2020 04:08 pm EST
Date Ended: Dec 12,2020 01:08 am EST
Date Created: Nov 13, 2020 04:10 pm EST
Authorized By: Pre-Authorized

Group: Dallas Cowboys

Targets: 25

Failed: 11 (44%)

25 11

& DELIVERED @ OPENED

This is how many test This is how many test
emails were delivered. emails were opened.

This is how many test

emails had a click.

Pass vs. Fail
Total Messages: 25
@ Unsent: 0 (0.0%)

@ Error: 0 (0.0%)

@ Bounced: 0 (0.0%)
© Passed: 14 (56.0%)
@ Failed: 11 (44.0%)

Net Reporter Score

Total Targets Tested 25
N RS - _44 Reported Only 0
: Failed Only 11

Reported & Failed 0

- No Response 14

8 0

& DATA EXTENDED = RECEIVED TRAINING ™ REPORTED PHISHING

This is how many test This is how many test This is how many test
emails had something emails had training pages emails were reported.
worse than a click. viewed.

Most Severe Actions

@ No Action: 14 (56.0%)

© Clicked Link in Email: 6 (24.0%)
) Viewed Landing Page: 1 (4.0%)
@ Performed Action: 2 (8.0%)

@ Clicked Completion: 2 (8.0%)

Metric Group Metric Count Schei:uled ;:t:sl Engnage Metric Description
Outbound Emails Scheduled 25 100.00% 25 100.00% The # of emails scheduled through a Test.
Outbound Emails Sent 25 100.00% 25 100.00% The # of emails sent.
Outbound Undeliverable (Error) 0 0.00% 25 0.00% The # of emails that encountered an error while sending.
Outbound Undeliverable (Bounced) 0 0.00% 5 0.00% ;r;i:nt/)’f:{eer:eailgi that were undeliverable because we received a "bounce" or Non-Delivery
Outbound Unsent Emails 0 0.00% 25 0.00% The # of emails that were never sent.
Outbound Potential Deliveries 25 100.00% 25 100.00% The # of emails that were sent and not rejected by the recipient's mail server.
Target Response Opened Email 11 44.00% 25 44.00% | The # of emails that were opened.
Target Response Clicked Link in Email 11 44.00% 25 44.00%  The # of emails in which the target clicked a link in the phishing email.
Target Response Data Extended 4 16.00% 25 16.00% :i-lr:, fe(:)flizzq?ci:striz :::;:‘i:zjs:;g;j:jz:cvr::];tl.anding page (e.g., clicked a link, downloaded a
Target Response Received Training 8 32.00% 25 32.00%  The # of emails in which a target viewed a training page.
Target Response Reported Phishing 0 0.00% 25 0.00%  The # of emails in which a target reported the email as phishing.

Received Training (All Targets)
25 Unique Messages
© Received Training: 8 (32.0%)

@ No Training: 17 (68.0%)
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Received Training (Failed Only)
11 Unique Targets

© Received Training: 8 (72.7%)
@ No Training: 3 (27.3%)
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Cowboys and A's Test Test #1 Department Breakdown

Click Rate by Department

The percentages shown represent the number of targets in each category that failed the simulation they received.
Executive
Offense
Defense
Special Teams

Strength  0.00%

o
o
>
o

20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100
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Cowboys and A's Test Test #1 Manager Breakdown

N/A

Jerry Jones

Mike McCarthy

Kellen Moore

Joe Philbin

Mike Nolan

Jim Tomsula

John Fassel

Markus Paul

Click Rate by Manager

The percentages shown represent the number of targets in each category that failed the simulation they received.

0.00%

0.00%
0.00%
0 5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100
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Auto-Enroll Course Summary

Auto-Enroll is Off for Cowboys and A's Test Test #1
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Cowboys and A's Test Test #1 Template Information

Bank of America - Purchase Exceeds
Amount Copy

Bank of America online banking log in.
Hook: Data-Entry

Email Settings

Open Tracking Options: Both

Click Through Considered a Failure: Yes
From Name: Customer Service

From Email: customer.service@secure-
monitor.com

Reply-To Email: customer.service@secure-
monitor.com

Reply Tracking: No

Landing Page Settings

Domain: secure-monitor.com

Completion Message: This was a phishing test
conducted as a part of a security awareness training
exercises.

Completion Redirect: Training Page

Training Page: Phishing 101 Training Page

Data Submission as a Failure: No

Require All Fields Completed: Yes

Adobe - Account Service Credit Copy

Adobe account notification.
Hook: Training Page

Email Settings

Open Tracking Options: Both

Click Through Considered a Failure: Yes
From Name: Adobe

From Email: adobe@acrobatic-create.com
Reply-To Email: adobe@acrobatic-create.com
Reply Tracking: No

Landing Page Settings

Domain: acrobatic-create.com

Completion Message: N/A

Completion Redirect: Training Page

Training Page: Phishing 101 Video - Underwater
Background - Interactive Training

Data Submission as a Failure: No

Require All Fields Completed: Yes

PHISHING TEST RESULTS - 911PCHelp Sample Test

Dropbox - Salaries [All Employees]

Shared document that purports to contain the salary
information of all employees.
Hook: Data-Entry

Email Settings

Open Tracking Options: Both

Click Through Considered a Failure: Yes
From Name: Dropbox

From Email: rhardesty@employee-portal.com
Reply-To Email: dropbox@employee-portal.com
Reply Tracking: No

Landing Page Settings

Domain: employee-portal.com

Completion Message: N/A

Completion Redirect: Training Page
Training Page: Email Security Best Practices -
Woman Background Blue - Interactive Training
Copy

Data Submission as a Failure: No

Require All Fields Completed: Yes

Covid-19 Welcome Copy

This email template informs targets that they have
been enrolled in a COVID-19 healthcare service,
which contains links to an informational landing
page containing a form.

Hook: Data-Entry

Email Settings

Open Tracking Options: Both

Click Through Considered a Failure: Yes
From Name: Covid19 Healthcare Team
From Email: no-reply@who-covid19.org
Reply-To Email: no-reply@who-covid19.org
Reply Tracking: No

Landing Page Settings

Domain: who-covid19.org

Completion Message: N/A

Completion Redirect: Training Page
Training Page: Email Security Best Practices -
Woman Background Blue - Interactive Training
Copy

Data Submission as a Failure: No

Require All Fields Completed: Yes

Dropbox - Invitation to Edit v2 Copy

Dropbox Invitation to view and edit files. The
template includes data entry landing page and there
isn't a training moment paired.

Hook: Data-Entry

Email Settings

Open Tracking Options: Both

Click Through Considered a Failure: Yes
From Name: no-reply@employee-portal.com
From Email: no-reply@employee-portal.com
Reply-To Email: no-reply@employee-portal.com
Reply Tracking: No

Landing Page Settings

Domain: employee-portal.com

Completion Message: N/A

Completion Redirect: Training Page

Training Page: Phishing 101 Video - Underwater
Background - Interactive Training

Data Submission as a Failure: No

Require All Fields Completed: Yes

Starbucks - 500 Bonus Stars! Copy

Collect 500 Bonus Stars when you give all our
recommendations a try by {date}
Hook: Training Page

Email Settings

Open Tracking Options: Both

Click Through Considered a Failure: Yes

From Name: Starbucks Rewards

From Email: starbucks@employee-portal.com
Reply-To Email: starbucks@employee-portal.com
Reply Tracking: No

Landing Page Settings

Domain: employee-portal.com

Completion Message: N/A

Completion Redirect: Training Page
Training Page: Phishing 101 Video - Woman
Background Green - Interactive Training
Data Submission as a Failure: No

Require All Fields Completed: Yes
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Starbucks - v2 Best Teacher Ever
[NINJIO] Copy

Starbucks eGift Card. "Best Teacher Ever"
Hook: Training Page

Email Settings

Open Tracking Options: Both

Click Through Considered a Failure: Yes
From Name: Starbucks

From Email: egift@daily-rewards.net
Reply-To Email: egift@daily-rewards.net
Reply Tracking: No

Landing Page Settings

Domain: daily-rewards.net

Completion Message: N/A

Completion Redirect: Training Page

Training Page: Phishing - NINJIO SO3E10: Attack
Success Background Blue

Data Submission as a Failure: No

Require All Fields Completed: Yes

Office 365 - High-severity alert Copy

A high-severity alert has been triggered. - Phish
delivered due to tenant or user override. This
template is configured without training.

Hook: Data-Entry

Email Settings

Open Tracking Options: Both

Click Through Considered a Failure: Yes
From Name: Microsoft

From Email: microsoft@email-records.com
Reply-To Email: microsoft@email-records.com
Reply Tracking: No

Landing Page Settings

Domain: email-records.com

Completion Message: This was a phishing test
conducted as a part of a security awareness training
exercises.

Completion Redirect: No Redirect

Data Submission as a Failure: Yes

Require All Fields Completed: Yes
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Office 365 - Suspicious Login Attempt
Copy

This template simulates an Office 365 account
being compromised and needs the user to log in to
change the users password.

Hook: Data-Entry

Email Settings

Open Tracking Options: Both

Click Through Considered a Failure: Yes
From Name: Office 365 Security

From Email: 365security@msupdate.net
Reply-To Email: 365security@msupdate.net
Reply Tracking: No

Landing Page Settings

Domain: msupdate.net

Completion Message: This was a phishing test
conducted as a part of a security awareness training
exercises.

Completion Redirect: No Redirect

Data Submission as a Failure: Yes

Require All Fields Completed: Yes

Office 365 - Shared/Invitation Copy

A shared invite notification phish from circa 2013.
Hook: Training Page

Email Settings

Open Tracking Options: Both

Click Through Considered a Failure: Yes
From Name: Office365

From Email: Office365@msupdate.net
Reply-To Email: Office365@msupdate.net
Reply Tracking: No

Landing Page Settings

Domain: msupdate.net

Completion Message: This was a phishing test
conducted as a part of a security awareness training
exercises.

Completion Redirect: No Redirect

Training Page: Email Security Best Practices -
Hacker Background Dark - Interactive Training

Data Submission as a Failure: Yes

Require All Fields Completed: Yes
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Cowboys and A's Test Test #1 Actions Breakdown

Target

Action Date Phish Time

Action Type

Department

IP Address Browser

& Jones, Charlotte Charlotte.Jones@phishingbox.com

Template: Office 365 - Shared/Invitation Copy

Nov 13, 2020 16:11:52 EST 0d Oh Om 48s
Nov 13, 2020 16:11:52 EST 0d Oh Om 48s
Nov 13, 2020 16:11:52 EST 0d Oh Om 48s
Nov 13, 2020 16:11:57 EST 0d Oh Om 53s

& Nussmeier, Doug Doug.Nussmeier@phishingbox.com
Template: Dropbox - Invitation to Edit v2 Copy
Nov 13, 2020 16:42:27 EST 0d Oh 31m 20s

Nov 13, 2020 16:42:27 EST 0d Oh 31m 20s

Nov 13, 2020 16:42:29 EST 0d Oh 31m 22s
Nov 13, 2020 16:42:38 EST 0d Oh 31m 31s
Nov 13, 2020 16:42:40 EST 0d Oh 31m 33s
Nov 13, 2020 16:42:44 EST

0d Oh 31m 37s

& Edwards, George George.Edwards@phishingbox.com

Template: Adobe - Account Service Credit Copy

Nov 13, 2020 17:21:17 EST 0d 1h 10m 9s
Nov 13,2020 17:21:17 EST 0d 1h 10m 9s
Nov 13,2020 17:21:17 EST 0d 1th 10m 9s

Nov 13, 2020 17:21:23 EST 0d 1h 10m 15s

& Blasko, Jeff Jeff.Blasko@phishingbox.com
Template: Starbucks - 500 Bonus Stars! Copy
Nov 13, 2020 16:41:43 EST 0d Oh 30m 37s

Nov 13, 2020 16:41:43 EST 0d Oh 30m 37s

Nov 13, 2020 16:41:43 EST 0d 0h 30m 37s
Nov 13, 2020 16:41:56 EST 0d Oh 30m 50s

& Jones Jr., Jerry Jerry.Jr@phishingbox.com

Template: Dropbox - Salaries [All Employees]

Nov 13, 2020 16:12:09 EST 0d Oh 1m 4s
Nov 13, 2020 16:12:09 EST 0d Oh 1m 4s
Nov 13, 2020 16:12:11 EST 0d Oh 1m 6s

Dallas Cowboys : Executive
Sent: 2020-11-13 16:11:04

Email Opened

Clicked Link in Email

Viewed Training Page

Completed Training Page Material

Dallas Cowboys : Offense
Sent: 2020-11-13 16:11:07

Email Opened

Clicked Link in Email

Viewed Landing Page

Performed Action

Viewed Training Page

Completed Training Page Material

Dallas Cowboys : Defense
Sent: 2020-11-13 16:11:08

Email Opened

Clicked Link in Email

Viewed Training Page

Completed Training Page Material

Dallas Cowboys : Offense
Sent: 2020-11-13 16:11:06

Email Opened

Clicked Link in Email

Viewed Training Page

Completed Training Page Material

Dallas Cowboys : Executive

Sent: 2020-11-13 16:11:05

Email Opened

Clicked Link in Email

Viewed Landing Page
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Executive

Worst: Clicked Link in Email
IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°
User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0
Offense

© Mozilla Firefox

© Moxzilla Firefox

© Mozilla Firefox

© Moxzilla Firefox

Worst: Performed Action
IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°
User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0

Defense

© Moxzilla Firefox

© Mozilla Firefox

© Moxzilla Firefox

© Mozilla Firefox

© Moxzilla Firefox

© Mozilla Firefox

Worst: Clicked Link in Email
IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°
User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0
Offense

© Mozilla Firefox

© Moxzilla Firefox

© Mozilla Firefox

© Motzilla Firefox

Worst: Clicked Link in Email
IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°
User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0

Executive

© Mozilla Firefox

© Moxzilla Firefox

© Mozilla Firefox

© Moxzilla Firefox

Worst: Performed Action
IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°
User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0

© Moxzilla Firefox

© Motzilla Firefox

© Moxzilla Firefox

Status: Failed

22 Windows

22 Windows

28 Windows

22 Windows

Status: Failed

22 Windows

28 Windows

22 Windows

58 Windows

22 Windows

58 Windows

Status: Failed

58 Windows

22 Windows

58 Windows

22 Windows

Status: Failed

22 Windows

22 Windows

58 Windows

58 Windows

Status: Failed

%2 Windows

52 Windows

22 Windows
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Target

Action Date Phish Time

Action Type

Department

IP Address Browser

Nov 13, 2020 16:12:18 EST 0d Oh 1m 13s
Nov 13, 2020 16:12:20 EST 0d Oh 1m 15s
Nov 13, 2020 16:12:25 EST 0d Oh 1m 20s

& Moore, Kellen Kellen.Moore@phishingbox.com

Template: Office 365 - Suspicious Login Attempt Copy

Nov 13, 2020 16:12:34 EST 0d Oh 1m 29s
Nov 13, 2020 16:12:34 EST 0d Oh 1m 29s
Nov 13, 2020 16:12:53 EST 0d Oh 1m 48s
Nov 13, 2020 16:13:02 EST 0d Oh 1m 57s

& McCarthy, Mike Mike.McCarthy@phishingbox.com

Template: Adobe - Account Service Credit Copy

Nov 13, 2020 16:40:11 EST 0d Oh 29m 6s
Nov 13, 2020 16:40:11 EST 0d Oh 29m 6s
Nov 13, 2020 16:40:11 EST 0d Oh 29m 6s

Nov 13, 2020 16:40:17 EST 0d 0h 29m 12s

& Davis, Rob Rob.Davis@phishingbox.com
Template: Office 365 - High-severity alert Copy
Nov 13, 2020 16:40:57 EST 0d Oh 29m 52s

Nov 13, 2020 16:40:57 EST 0d Oh 29m 52s

Nov 13, 2020 16:40:57 EST 0d Oh 29m 52s

& McCurley, Scott Scott.McCurley@phishingbox.com
Template: Office 365 - Suspicious Login Attempt Copy
Nov 13, 2020 17:23:20 EST 0d 1h 12m 12s

Nov 13, 2020 17:23:20 EST 0d 1h 12m 12s

Nov 13, 2020 17:23:35 EST 0d th 12m 27s

Nov 13, 2020 17:23:38 EST 0d 1h 12m 30s

& Tolzien, Scott Scott. Tolzien@phishingbox.com
Template: Covid-19 Welcome Copy
Nov 13, 2020 17:21:33 EST 0d 1h 10m 24s

Nov 13, 2020 17:21:33 EST 0d 1h 10m 24s

Nov 13, 2020 17:22:57 EST 0d 1h 11m 48s

& Peete, Skip Skip.Peete@phishingbox.com
Template: Office 365 - Shared/Invitation Copy
Nov 13, 2020 16:43:03 EST 0d Oh 31m 57s

Nov 13, 2020 16:43:03 EST 0d Oh 31m 57s

Performed Action

Viewed Training Page

Completed Training Page Material

Dallas Cowboys : Offense
Sent: 2020-11-13 16:11:05

Email Opened

Clicked Link in Email

Performed Action

Clicked Completion

Dallas Cowboys
Sent: 2020-11-13 16:11:05

Email Opened

Clicked Link in Email

Viewed Training Page

Completed Training Page Material

Dallas Cowboys : Offense
Sent: 2020-11-13 16:11:05

Email Opened

Clicked Link in Email

Viewed Training Page

Dallas Cowboys : Defense
Sent: 2020-11-13 16:11:08

Email Opened

Clicked Link in Email

Performed Action

Clicked Completion

Dallas Cowboys : Special Teams
Sent: 2020-11-13 16:11:09

Email Opened

Clicked Link in Email

Viewed Landing Page

Dallas Cowboys : Offense
Sent: 2020-11-13 16:11:06

Email Opened

Clicked Link in Email
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IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0
Offense

© Moxzilla Firefox

© Mozilla Firefox

© Moxzilla Firefox

Worst: Clicked Completion
IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°
User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0

Executive

© Moxzilla Firefox

© Mozilla Firefox

© Mozilla Firefox

© Moxzilla Firefox

Worst: Clicked Link in Email
IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°
User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0
Offense

© Moxzilla Firefox

© Mozilla Firefox

© Moxzilla Firefox

© Mozilla Firefox

Worst: Clicked Link in Email

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°
User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0
Defense

© Mozilla Firefox

© Moxzilla Firefox

© Mozilla Firefox

Worst: Clicked Completion

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0
Special Teams

© Mozilla Firefox

© Moxzilla Firefox

© Mozilla Firefox

© Moxzilla Firefox

Worst: Viewed Landing Page
IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°
User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0
Offense

© Moxzilla Firefox

© Mozilla Firefox

© Moxzilla Firefox

Worst: Clicked Link in Email
IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°
User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

© Moxzilla Firefox

© Mozilla Firefox

22 Windows

58 Windows

22 Windows

Status: Failed

22 Windows

58 Windows

52 Windows

22 Windows

Status: Failed

22 Windows

58 Windows

22 Windows

52 Windows

Status: Failed

28 Windows

22 Windows

58 Windows

Status: Failed

58 Windows

22 Windows

58 Windows

22 Windows

Status: Failed

22 Windows

58 Windows

22 Windows

Status: Failed

22 Windows

58 Windows
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Target Department

Action Date Phish Time Action Type IP Address Browser

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0
IP: 64.191.169.118

42 ] ini a o Wi

Nov 13, 2020 16:43:03 EST 0d Oh 31m 57s Viewed Training Page Location: US | Kentucky | Lexington | 38.049°, -84.4855° © Mozilla Firefox &2 Windows
User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0

Nov 13, 2020 16:43:11 EST 0d 0h 32m 5 Completed Training Page Material P+ 64.191.169.118 © Mozilla Firefox =2 Windows

Location: US | Kentucky | Lexington | 38.049°, -84.4855°
User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:82.0) Gecko/20100101 Firefox/82.0

PHISHING TEST RESULTS - 911PCHelp Sample Test Page 12 of 25



IP Address User Hit Locations

This shows how many users used this IP address

© IP Locations

IP Address # of Targets # of Actions I Location Lat, Lon
64.191.169.118 1 46 United States | Kentucky | Lexington 38.049, -84.4855

PHISHING TEST RESULTS - 911PCHelp Sample Test Page 13 of 25



Cowboys and A's Test Test #3 Test Summary

Date Started:
Date Ended:
Date Created:
Authorized By:
Group:
Targets:
Failed:

25

& DELIVERED

This is how many test

emails were delivered.

Nov 27, 2020 04:08 pm EST
Dec 26, 2020 01:08 am EST
Nov 13, 2020 04:10 pm EST

Pre-Authorized
Dallas Cowboys
25

10 (40%)

10

@ OPENED

This is how many test
emails were opened.

This is how many test
emails had a click.

Pass vs. Fail
Total Messages: 25

@ Unsent: 0 (0.0%)
@ Error: 0 (0.0%)

@ Bounced: 0 (0.0%)
© Passed: 15 (60.0%)
@ Failed: 10 (40.0%)

Net Reporter Score

Total Targets Tested 25
N RS _40 Reported Only 0

o 100 Failed Only 10
Reported & Failed 0

- No Response 15

7

0

& DATA EXTENDED = RECEIVED TRAINING ™ REPORTED PHISHING

This is how many test
emails had something
worse than a click.

This is how many test
emails had training pages
viewed.

This is how many test
emails were reported.

Most Severe Actions

@ No Action: 15 (60.0%)

) Clicked Link in Email: 4 (16.0%)
) Viewed Landing Page: 1 (4.0%)
@ Performed Action: 3 (12.0%)

@ Clicked Completion: 2 (8.0%)

Metric Group Metric Count Schei:uled ;:t:sl Engnage Metric Description
Outbound Emails Scheduled 25 100.00% 25 100.00% The # of emails scheduled through a Test.
Outbound Emails Sent 25 100.00% 25 100.00% The # of emails sent.
Outbound Undeliverable (Error) 0 0.00% 25 0.00% The # of emails that encountered an error while sending.
Outbound Undeliverable (Bounced) 0 0.00% 5 0.00% ;r;i:nt/)’f:{eer:eailgi that were undeliverable because we received a "bounce" or Non-Delivery
Outbound Unsent Emails 0 0.00% 25 0.00% The # of emails that were never sent.
Outbound Potential Deliveries 25 100.00% 25 100.00% The # of emails that were sent and not rejected by the recipient's mail server.
Target Response Opened Email 10 40.00% 25 40.00% | The # of emails that were opened.
Target Response Clicked Link in Email 10 40.00% 25 40.00%  The # of emails in which the target clicked a link in the phishing email.
Target Response Data Extended 5 20.00% 25 20.00% :i-lr:, fe(;)f“zzq?gs”iz :::;:‘i:zjs:;g;j:iz:cvr::];tl.anding page (g, dlicked a link, downloaded a
Target Response Received Training 7 28.00% 25 28.00%  The # of emails in which a target viewed a training page.
Target Response Reported Phishing 0 0.00% 25 0.00%  The # of emails in which a target reported the email as phishing.

28.0%

Received Training (All Targets)
25 Unique Messages

@ Received Training: 7 (28.0%)
@ No Training: 18 (72.0%)

PHISHING TEST RESULTS - 911PCHelp Sample Test

Received Training (Failed Only)
10 Unique Targets

© Received Training: 7 (70.0%)
@ No Training: 3 (30.0%)
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Cowboys and A's Test Test #3 Department Breakdown

Click Rate by Department

The percentages shown represent the number of targets in each category that failed the simulation they received.

Executive

Offense

Defense
Special Teams

Strength  0.00%
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65 70 75 80 85 90 95 100
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Cowboys and A's Test Test #3 Manager Breakdown

Click Rate by Manager

The percentages shown represent the number of targets in each category that failed the simulation they received.

N/A 100.00%

Jerry Jones  0.00%

Mike McCarthy 60.00%
Kellen Moore
Joe Philbin
Mike Nolan 40.00%
Jim Tomsula

John Fassel 50.00%

Markus Paul  0.00%

o
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©
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65 70 75 80 85 90 95 100
Rate
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Auto-Enroll Course Summary

Auto-Enroll is Off for Cowboys and A's Test Test #3

PHISHING TEST RESULTS - 911PCHelp Sample Test Page 17 of 25



Cowboys and A's Test Test #3 Template Information

Bank of America - Purchase Exceeds
Amount Copy

Bank of America online banking log in.
Hook: Data-Entry

Email Settings

Open Tracking Options: Both

Click Through Considered a Failure: Yes
From Name: Customer Service

From Email: customer.service@secure-
monitor.com

Reply-To Email: customer.service@secure-
monitor.com

Reply Tracking: No

Landing Page Settings

Domain: secure-monitor.com
Completion Message: N/A
Completion Redirect: No Redirect
Data Submission as a Failure: No
Require All Fields Completed: No

Adobe - Account Service Credit Copy

Adobe account notification.
Hook: Training Page

Email Settings

Open Tracking Options: Both

Click Through Considered a Failure: Yes
From Name: Adobe

From Email: adobe@acrobatic-create.com
Reply-To Email: adobe@acrobatic-create.com
Reply Tracking: No

Landing Page Settings

Domain: acrobatic-create.com
Completion Message: N/A
Completion Redirect: No Redirect
Training Page:

Data Submission as a Failure: No
Require All Fields Completed: No

PHISHING TEST RESULTS - 911PCHelp Sample Test

Dropbox - Salaries [All Employees]

Shared document that purports to contain the salary
information of all employees.
Hook: Data-Entry

Email Settings

Open Tracking Options: Both

Click Through Considered a Failure: Yes
From Name: Dropbox

From Email: rhardesty@employee-portal.com
Reply-To Email: dropbox@employee-portal.com
Reply Tracking: No

Landing Page Settings

Domain: employee-portal.com
Completion Message: N/A
Completion Redirect: No Redirect
Data Submission as a Failure: No
Require All Fields Completed: No

Covid-19 Welcome Copy

This email template informs targets that they have
been enrolled in a COVID-19 healthcare service,
which contains links to an informational landing
page containing a form.

Hook: Data-Entry

Email Settings

Open Tracking Options: Both

Click Through Considered a Failure: Yes
From Name: Covid19 Healthcare Team
From Email: no-reply@who-covid19.org
Reply-To Email: no-reply@who-covid19.org
Reply Tracking: No

Landing Page Settings

Domain: who-covid19.org
Completion Message: N/A
Completion Redirect: No Redirect
Data Submission as a Failure: No
Require All Fields Completed: No

Dropbox - Invitation to Edit v2 Copy

Dropbox Invitation to view and edit files. The
template includes data entry landing page and there
isn't a training moment paired.

Hook: Data-Entry

Email Settings

Open Tracking Options: Both

Click Through Considered a Failure: Yes
From Name: no-reply@employee-portal.com
From Email: no-reply@employee-portal.com
Reply-To Email: no-reply@employee-portal.com
Reply Tracking: No

Landing Page Settings

Domain: employee-portal.com
Completion Message: N/A
Completion Redirect: No Redirect
Data Submission as a Failure: No
Require All Fields Completed: No

Starbucks - 500 Bonus Stars! Copy

Collect 500 Bonus Stars when you give all our
recommendations a try by {date}
Hook: Training Page

Email Settings

Open Tracking Options: Both

Click Through Considered a Failure: Yes

From Name: Starbucks Rewards

From Email: starbucks@employee-portal.com
Reply-To Email: starbucks@employee-portal.com
Reply Tracking: No

Landing Page Settings

Domain: employee-portal.com
Completion Message: N/A
Completion Redirect: No Redirect
Training Page:

Data Submission as a Failure: No
Require All Fields Completed: No
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Starbucks - v2 Best Teacher Ever
[NINJIO] Copy

Starbucks eGift Card. "Best Teacher Ever"
Hook: Training Page

Email Settings

Open Tracking Options: Both

Click Through Considered a Failure: Yes
From Name: Starbucks

From Email: egift@daily-rewards.net
Reply-To Email: egift@daily-rewards.net
Reply Tracking: No

Landing Page Settings

Domain: daily-rewards.net
Completion Message: N/A
Completion Redirect: No Redirect
Training Page:

Data Submission as a Failure: No
Require All Fields Completed: No

PHISHING TEST RESULTS - 911PCHelp Sample Test

Office 365 - Suspicious Login Attempt
Copy

This template simulates an Office 365 account
being compromised and needs the user to log in to
change the users password.

Hook: Data-Entry

Email Settings

Open Tracking Options: Both

Click Through Considered a Failure: Yes
From Name: Office 365 Security

From Email: 365security@msupdate.net
Reply-To Email: 365security@msupdate.net
Reply Tracking: No

Landing Page Settings

Domain: msupdate.net
Completion Message: N/A
Completion Redirect: No Redirect
Data Submission as a Failure: No
Require All Fields Completed: No

Page 19 of 25



Cowboys and A's Test Test #3 Actions Breakdown

Target

Action Date

Phish Time

Action Type

IP Address

Department

Browser

& Nussmeier, Doug Doug.Nussmeier@phishingbox.com

Template: Office 365 - Suspicious Login Attempt Copy

Dec 02, 2020 13:04:20 EST

Dec 02, 2020 13:04:20 EST

Dec 02, 2020 13:04:22 EST

Dec 02, 2020 13:04:38 EST

Dec 02, 2020 13:04:43 EST

4d 20h 56m 14s

4d 20h 56m 14s

4d 20h 56m 16s

4d 20h 56m 32s

4d 20h 56m 37s

& Blasko, Jeff Jeff.Blasko@phishingbox.com

Template: Starbucks - v2 Best Teacher Ever [NINJIO] Copy

Dec 02, 2020 13:06:14 EST

Dec 02, 2020 13:06:14 EST

Dec 02, 2020 13:06:14 EST

Dec 02, 2020 13:06:19 EST

4d 20h 58m 9s

4d 20h 58m 9s

4d 20h 58m 9s

4d 20h 58m 14s

& Jones, Jerry Jerry.Jones@phishingbox.com

Template: Dropbox - Invitation to Edit v2 Copy

Dec 02, 2020 13:06:53 EST

Dec 02, 2020 13:06:53 EST

Dec 02, 2020 13:06:55 EST

Dec 02, 2020 13:06:58 EST

Dec 02, 2020 13:07:00 EST

4d 20h 58m 49s

4d 20h 58m 49s

4d 20h 58m 51s

4d 20h 58m 54s

4d 20h 58m 56s

& Tomsula, Jim Jim.Tomsula@phishingbox.com

Template: Starbucks - v2 Best Teacher Ever [NINJIO] Copy

Dec 02, 2020 13:05:19 EST

Dec 02, 2020 13:05:19 EST

Dec 02, 2020 13:05:19 EST

Dec 02, 2020 13:05:30 EST

4d 20h 57m 12s

4d 20h 57m 12s

4d 20h 57m 12s

4d 20h 57m 23s

& Moore, Kellen Kellen.Moore@phishingbox.com

Template: Dropbox - Salaries [All Employees]

Dec 02, 2020 13:05:45 EST

Dec 02, 2020 13:05:45 EST

Dec 02, 2020 13:05:55 EST

4d 20h 57m 40s

4d 20h 57m 40s

4d 20h 57m 50s

Dallas Cowboys : Offense
Sent: 2020-11-27 16:08:06

Email Opened

Clicked Link in Email

Viewed Landing Page

Performed Action

Clicked Completion

Dallas Cowboys : Offense
Sent: 2020-11-27 16:08:05

Email Opened

Clicked Link in Email

Viewed Training Page

Completed Training Page Material

Dallas Cowboys : Executive
Sent: 2020-11-27 16:08:04

Email Opened

Clicked Link in Email

Viewed Landing Page

Performed Action

Viewed Training Page

Dallas Cowboys : Defense
Sent: 2020-11-27 16:08:07

Email Opened

Clicked Link in Email

Viewed Training Page

Completed Training Page Material

Dallas Cowboys : Offense

Sent: 2020-11-27 16:08:05

Email Opened

Clicked Link in Email

Performed Action

PHISHING TEST RESULTS - 911PCHelp Sample Test

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

Offense
Worst: Clicked Completion

© Mozilla Firefox

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:83.0) Gecko/20100101 Firefox/83.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

© Mozilla Firefox

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:83.0) Gecko/20100101 Firefox/83.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

© Mozilla Firefox

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:83.0) Gecko/20100101 Firefox/83.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

© Mozilla Firefox

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:83.0) Gecko/20100101 Firefox/83.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

© Mozilla Firefox

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:83.0) Gecko/20100101 Firefox/83.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

Offense
Worst: Clicked Link in Email

© Mozilla Firefox

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:83.0) Gecko/20100101 Firefox/83.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

© Mozilla Firefox

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:83.0) Gecko/20100101 Firefox/83.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

© Mozilla Firefox

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:83.0) Gecko/20100101 Firefox/83.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

© Mozilla Firefox

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:83.0) Gecko/20100101 Firefox/83.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

Executive
Worst: Performed Action

© Mozilla Firefox

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:83.0) Gecko/20100101 Firefox/83.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

© Moxzilla Firefox

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:83.0) Gecko/20100101 Firefox/83.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

© Mozilla Firefox

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:83.0) Gecko/20100101 Firefox/83.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

© Mozilla Firefox

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:83.0) Gecko/20100101 Firefox/83.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

© Mozilla Firefox

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:83.0) Gecko/20100101 Firefox/83.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

Defense

Worst: Clicked Link in Email

© Mozilla Firefox

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:83.0) Gecko/20100101 Firefox/83.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

© Mozilla Firefox

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:83.0) Gecko/20100101 Firefox/83.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

© Mozilla Firefox

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:83.0) Gecko/20100101 Firefox/83.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64;

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64;

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

© Mozilla Firefox

rv:83.0) Gecko/20100101 Firefox/83.0

Offense
Worst: Performed Action

© Mozilla Firefox

rv:83.0) Gecko/20100101 Firefox/83.0

© Mozilla Firefox

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:83.0) Gecko/20100101 Firefox/83.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

© Mozilla Firefox

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:83.0) Gecko/20100101 Firefox/83.0

Status: Failed

28 Windows

22 Windows

28 Windows

22 Windows

28 Windows

Status: Failed

28 Windows

22 Windows

28 Windows

22 Windows

Status: Failed

22 Windows

28 Windows

22 Windows

22 Windows

22 Windows

Status: Failed

22 Windows

22 Windows

28 Windows

%8 Windows

Status: Failed

22 Windows

28 Windows

22 Windows
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Target

Action Date Phish Time

Action Type

IP Address

Department

Browser

Dec 02, 2020 13:05:56 EST 4d 20h 57m 51s

Dec 02, 2020 13:06:02 EST

4d 20h 57m 57s

& Lett, Leon Leon.Lett@phishingbox.com

Template: Dropbox - Invitation to Edit v2 Copy

Nov 30, 2020 16:14:49 EST 3d Oh 6m 42s
Nov 30, 2020 16:14:49 EST 3d Oh 6m 42s
Nov 30, 2020 16:14:52 EST 3d Oh 6m 45s
Nov 30, 2020 16:15:01 EST 3d Oh 6m 54s
Nov 30, 2020 16:15:02 EST 3d Oh 6m 55s

& Daniels, Matt Matt.Daniels@phishingbox.com
Template: Adobe - Account Service Credit Copy
Dec 02, 2020 13:02:17 EST 4d 20h 54m 8s

Dec 02, 2020 13:02:17 EST 4d 20h 54m 8s

Dec 02, 2020 13:02:17 EST 4d 20h 54m 8s

Dec 02, 2020 13:02:23 EST 4d 20h 54m 14s

& Linguist, Maurice Maurice.Linguist@phishingbox.com
Template: Covid-19 Welcome Copy
Dec 02, 2020 13:03:17 EST 4d 20h 55m 9s

Dec 02, 2020 13:03:17 EST 4d 20h 55m 9s

Dec 02, 2020 13:03:20 EST 4d 20h 55m 12s

& Nolan, Mike Mike.Nolan@phishingbox.com
Template: Office 365 - Suspicious Login Attempt Copy
Dec 02, 2020 13:05:00 EST 4d 20h 56m 53s

Dec 02, 2020 13:05:00 EST 4d 20h 56m 53s

Dec 02, 2020 13:05:02 EST 4d 20h 56m 55s

Dec 02, 2020 13:05:09 EST 4d 20h 57m 2s

Dec 02, 2020 13:05:12 EST 4d 20h 57m 5s

& Davis, Rob Rob.Davis@phishingbox.com
Template: Starbucks - 500 Bonus Stars! Copy
Dec 02, 2020 13:06:33 EST 4d 20h 58m 28s

Dec 02, 2020 13:06:33 EST 4d 20h 58m 28s

Dec 02, 2020 13:06:33 EST 4d 20h 58m 28s

Viewed Training Page

Completed Training Page Material

Dallas Cowboys : Defense
Sent: 2020-11-27 16:08:07

Email Opened

Clicked Link in Email

Viewed Landing Page

Performed Action

Viewed Training Page

Dallas Cowboys : Special Teams
Sent: 2020-11-27 16:08:09

Email Opened

Clicked Link in Email

Viewed Training Page

Completed Training Page Material

Dallas Cowboys : Defense
Sent: 2020-11-27 16:08:08

Email Opened

Clicked Link in Email

Viewed Landing Page

Dallas Cowboys : Defense
Sent: 2020-11-27 16:08:07

Email Opened

Clicked Link in Email

Viewed Landing Page

Performed Action

Clicked Completion

Dallas Cowboys : Offense
Sent: 2020-11-27 16:08:05

Email Opened

Clicked Link in Email

Viewed Training Page
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IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

© Mozilla Firefox

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:83.0) Gecko/20100101 Firefox/83.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

© Mozilla Firefox

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:83.0) Gecko/20100101 Firefox/83.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

Defense
Worst: Performed Action

© Mozilla Firefox

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:83.0) Gecko/20100101 Firefox/83.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

© Mozilla Firefox

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:83.0) Gecko/20100101 Firefox/83.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

© Moxzilla Firefox

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:83.0) Gecko/20100101 Firefox/83.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

© Mozilla Firefox

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:83.0) Gecko/20100101 Firefox/83.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

© Mozilla Firefox

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:83.0) Gecko/20100101 Firefox/83.0

IP:64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

Special Teams
Worst: Clicked Link in Email

© Mozilla Firefox

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:83.0) Gecko/20100101 Firefox/83.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

© Mozilla Firefox

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:83.0) Gecko/20100101 Firefox/83.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64;

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

© Mozilla Firefox

rv:83.0) Gecko/20100101 Firefox/83.0

© Mozilla Firefox

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:83.0) Gecko/20100101 Firefox/83.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

Defense
Worst: Viewed Landing Page

© Mozilla Firefox

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:83.0) Gecko/20100101 Firefox/83.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

© Mozilla Firefox

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:83.0) Gecko/20100101 Firefox/83.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

© Mozilla Firefox

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:83.0) Gecko/20100101 Firefox/83.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

Defense
Worst: Clicked Completion

© Mozilla Firefox

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:83.0) Gecko/20100101 Firefox/83.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

© Mozilla Firefox

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:83.0) Gecko/20100101 Firefox/83.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

© Mozilla Firefox

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:83.0) Gecko/20100101 Firefox/83.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

© Mozilla Firefox

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:83.0) Gecko/20100101 Firefox/83.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

© Mozilla Firefox

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:83.0) Gecko/20100101 Firefox/83.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

Offense
Worst: Clicked Link in Email

© Mozilla Firefox

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:83.0) Gecko/20100101 Firefox/83.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

© Mozilla Firefox

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:83.0) Gecko/20100101 Firefox/83.0

IP: 64.191.169.118
Location: US | Kentucky | Lexington | 38.049°, -84.4855°

© Mozilla Firefox

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:83.0) Gecko/20100101 Firefox/83.0

22 Windows

28 Windows

Status: Failed

58 Windows

28 Windows

58 Windows

22 Windows

22 Windows

Status: Failed

22 Windows

58 Windows

22 Windows

28 Windows

Status: Failed

28 Windows

22 Windows

28 Windows

Status: Failed

28 Windows

22 Windows

28 Windows

22 Windows

28 Windows

Status: Failed

28 Windows

22 Windows

28 Windows
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IP Address User Hit Locations

This shows how many users used this IP address

© IP Locations

IP Address # of Targets # of Actions I Location Lat, Lon
64.191.169.118 10 43 United States | Kentucky | Lexington 38.049, -84.4855
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Tests Breakdown by Target

Test Start End Worst Action Status
a Henry, Adam Dallas Cowboys : Offense
@© Cowboys and A's Test Test #1 Nov 13, 2020 04:08 pm EST Dec 12, 2020 01:08 am EST No Action PASS
@© Cowboys and A's Test Test #3 Nov 27, 2020 04:08 pm EST Dec 26, 2020 01:08 am EST No Action PASS
© Cowboys and A's Test Test #1 Nov 13, 2020 04:08 pm EST Dec 12,2020 01:08 am EST No Action PASS
@© Cowboys and A's Test Test #3 Nov 27, 2020 04:08 pm EST Dec 26, 2020 01:08 am EST No Action PASS

& Jones, Charlotte Dallas Cowboys : Executive
© Cowboys and A's Test Test #1 Nov 13, 2020 04:08 pm EST Dec 12, 2020 01:08 am EST Clicked Link in Email FAIL
© Cowboys and A's Test Test #3 Nov 27, 2020 04:08 pm EST Dec 26, 2020 01:08 am EST No Action PASS
« Nussmeier, Doug Dallas Cowboys : Offense
© Cowboys and A's Test Test #1 Nov 13, 2020 04:08 pm EST Dec 12, 2020 01:08 am EST Performed Action FAIL
© Cowboys and A's Test Test #3 Nov 27, 2020 04:08 pm EST Dec 26, 2020 01:08 am EST Clicked Completion FAIL

& Edwards, George Dallas Cowboys : Defense
© Cowboys and A's Test Test #1 Nov 13, 2020 04:08 pm EST Dec 12, 2020 01:08 am EST Clicked Link in Email FAIL
@© Cowboys and A's Test Test #3 Nov 27, 2020 04:08 pm EST Dec 26, 2020 01:08 am EST No Action PASS

& Nash, Harnold Dallas Cowboys
© Cowboys and A's Test Test #1 Nov 13, 2020 04:08 pm EST Dec 12,2020 01:08 am EST No Action PASS
© Cowboys and A's Test Test #3 Nov 27, 2020 04:08 pm EST Dec 26, 2020 01:08 am EST No Action PASS

& Blasko, Jeff Dallas Cowboys : Offense

© Cowboys and A's Test Test #1 Nov 13, 2020 04:08 pm EST Dec 12, 2020 01:08 am EST Clicked Link in Email FAIL

© Cowboys and A's Test Test #3 Nov 27, 2020 04:08 pm EST Dec 26, 2020 01:08 am EST Clicked Link in Email FAIL
& Jones, Jerry Dallas Cowboys : Executive

© Cowboys and A's Test Test #1 Nov 13, 2020 04:08 pm EST Dec 12,2020 01:08 am EST No Action PASS

© Cowboys and A's Test Test #3 Nov 27, 2020 04:08 pm EST Dec 26, 2020 01:08 am EST Performed Action FAIL

& Jones Jr., Jerry Dallas Cowboys : Executive

© Cowboys and A's Test Test #1 Nov 13, 2020 04:08 pm EST Dec 12, 2020 01:08 am EST Performed Action FAIL
© Cowboys and A's Test Test #3 Nov 27, 2020 04:08 pm EST Dec 26, 2020 01:08 am EST No Action PASS

& Tomsula, Jim Dallas Cowboys : Defense
© Cowboys and A's Test Test #1 Nov 13, 2020 04:08 pm EST Dec 12,2020 01:08 am EST No Action PASS

© Cowboys and A's Test Test #3 Nov 27, 2020 04:08 pm EST Dec 26, 2020 01:08 am EST Clicked Link in Email FAIL
& Philbin, Joe Dallas Cowboys : Offense
© Cowboys and A's Test Test #1 Nov 13, 2020 04:08 pm EST Dec 12,2020 01:08 am EST No Action PASS
© Cowboys and A's Test Test #3 Nov 27, 2020 04:08 pm EST Dec 26, 2020 01:08 am EST No Action PASS
@© Cowboys and A's Test Test #1 Nov 13, 2020 04:08 pm EST Dec 12, 2020 01:08 am EST No Action PASS
© Cowboys and A's Test Test #3 Nov 27, 2020 04:08 pm EST Dec 26, 2020 01:08 am EST No Action PASS
© Cowboys and A's Test Test #1 Nov 13, 2020 04:08 pm EST Dec 12, 2020 01:08 am EST Clicked Completion FAIL
© Cowboys and A's Test Test #3 Nov 27, 2020 04:08 pm EST Dec 26, 2020 01:08 am EST Performed Action FAIL
© Cowboys and A's Test Test #1 Nov 13, 2020 04:08 pm EST Dec 12,2020 01:08 am EST No Action PASS
© Cowboys and A's Test Test #3 Nov 27, 2020 04:08 pm EST Dec 26, 2020 01:08 am EST Performed Action FAIL

- Wells, Lunda Dallas Cowboys : Offense

@© Cowboys and A's Test Test #1 Nov 13, 2020 04:08 pm EST Dec 12, 2020 01:08 am EST No Action PASS
@© Cowboys and A's Test Test #3 Nov 27, 2020 04:08 pm EST Dec 26, 2020 01:08 am EST No Action PASS

& Paul, Markus Dallas Cowboys
© Cowboys and A's Test Test #1 Nov 13, 2020 04:08 pm EST Dec 12,2020 01:08 am EST No Action PASS
@© Cowboys and A's Test Test #3 Nov 27, 2020 04:08 pm EST Dec 26, 2020 01:08 am EST No Action PASS

a Daniels, Matt Dallas Cowboys : Special Teams
@© Cowboys and A's Test Test #1 Nov 13, 2020 04:08 pm EST Dec 12,2020 01:08 am EST No Action PASS
© Cowboys and A's Test Test #3 Nov 27, 2020 04:08 pm EST Dec 26, 2020 01:08 am EST Clicked Link in Email FAIL
e Linguist, Maurice Dallas Cowboys : Defense
@© Cowboys and A's Test Test #1 Nov 13, 2020 04:08 pm EST Dec 12, 2020 01:08 am EST No Action PASS
© Cowboys and A's Test Test #3 Nov 27, 2020 04:08 pm EST Dec 26, 2020 01:08 am EST Viewed Landing Page FAIL
« McCarthy, Mike Dallas Cowboys
© Cowboys and A's Test Test #1 Nov 13, 2020 04:08 pm EST Dec 12, 2020 01:08 am EST Clicked Link in Email FAIL
@© Cowboys and A's Test Test #3 Nov 27, 2020 04:08 pm EST Dec 26, 2020 01:08 am EST No Action PASS

PHISHING TEST RESULTS - 911PCHelp Sample Test Page 23 of 25



Test Start End Worst Action Status

& Nolan, Mike Dallas Cowboys : Defense
@© Cowboys and A's Test Test #1 Nov 13, 2020 04:08 pm EST Dec 12,2020 01:08 am EST No Action PASS
© Cowboys and A's Test Test #3 Nov 27, 2020 04:08 pm EST Dec 26, 2020 01:08 am EST Clicked Completion FAIL

& Davis, Rob Dallas Cowboys : Offense
© Cowboys and A's Test Test #1 Nov 13, 2020 04:08 pm EST Dec 12, 2020 01:08 am EST Clicked Link in Email FAIL

© Cowboys and A's Test Test #3 Nov 27, 2020 04:08 pm EST Dec 26, 2020 01:08 am EST Clicked Link in Email FAIL
& McCurley, Scott Dallas Cowboys : Defense

© Cowboys and A's Test Test #1 Nov 13, 2020 04:08 pm EST Dec 12,2020 01:08 am EST Clicked Completion FAIL

@© Cowboys and A's Test Test #3 Nov 27, 2020 04:08 pm EST Dec 26, 2020 01:08 am EST No Action PASS
« Tolzien, Scott Dallas Cowboys : Special Teams

© Cowboys and A's Test Test #1 Nov 13, 2020 04:08 pm EST Dec 12, 2020 01:08 am EST Viewed Landing Page FAIL

@© Cowboys and A's Test Test #3 Nov 27, 2020 04:08 pm EST Dec 26, 2020 01:08 am EST No Action PASS

a Peete, Skip Dallas Cowboys : Offense
© Cowboys and A's Test Test #1 Nov 13, 2020 04:08 pm EST Dec 12, 2020 01:08 am EST Clicked Link in Email FAIL
© Cowboys and A's Test Test #3 Nov 27, 2020 04:08 pm EST Dec 26, 2020 01:08 am EST No Action PASS
= Jones, Stephen Dallas Cowboys : Executive
@© Cowboys and A's Test Test #1 Nov 13, 2020 04:08 pm EST Dec 12, 2020 01:08 am EST No Action PASS
© Cowboys and A's Test Test #3 Nov 27, 2020 04:08 pm EST Dec 26, 2020 01:08 am EST No Action PASS
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Phishing Term Appendix

Auto-Reply is an action tracked when a phishing email
has been replied to from an auto-responder set up for
the target. The system looks for key phrases to help
discern if user legitimately replied to a phishing email or
not.

Delivered is how many emails have left our server. This
does not confirm that the emails have reached the
inbox of the target.

Hook Link is the URL link in the phishing email that
leads to the Landing Page or Training Page.

Phish Time is how long it took for the phishing action to
occur after it was sent.

Targets are the users/email address that you are
testing.

Unique/Normalized is a flattening filter placed on the
data so that each target is only counted once per
category/action type. For example, a user may have
opened the email three times but will only be counted
once for opening the email. That same user then may
have clicked on the link in the email twice but will only
be counted once for clicking.

PHISHING TEST RESULTS - 911PCHelp Sample Test

Clicked Link in Email means that the primary Hook
Link was clicked in the phishing email and the user was
taken to the landing page. This action, along with
Viewed Landing Page, makes up reported Clicks.

Email Opened means that the email was opened by
either the target, security software, or email client.

No Action means that the target did not perform any
actions on the phishing email (e.g., Opening the email,
Clicking Hook Link).

Received Training is how many targets have viewed
the training page attached to a phishing campaign.

Target Email is one email sent to one Target during a
Test (phishing campaign).

Viewed Landing Page means that the Landing Page
was refreshed or navigated to by means other than a
click from the phishing email. This action, along with
Clicked Link in Email, makes up reported Clicks.

Data Extended is any action beyond Clicking Link in
Email in severity (e.g., Performed Action, Download
Started, Replied, etc.).

False Positive is an action that may have not been
committed by the target. Security software can open
and navigate links in an email and would trigger the
same actions in the system as a user. Once these
possible false positives are identified the IP addresses
being used by the software can be filtered out and no
longer count against the target.

Performed Action is the generic term for completing
the Phishing Hook action on a template.

Replied is an action tracked when a phishing email has
been replied to from a target. The system determines
this reply was authentic from a user and didn't match as
an automated response.

Test is a single phishing campaign sent to single
Group of Targets.

Worst Action is the most severe action that the target
committed during the test. So, if a target opened the
email, clicked on a link, attempted a download, and
then opened the email again, their worst action would
be attempted a download since it was the most severe
action they did.
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